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Copyright Protection in Movies Everywhere

Being founded by filmmakers, Movies Everywhere considers copyright protection to be of
paramount importance. We developed and use our own method, based on known
technologies, which were integrated by us to an independent system:

10.

11.

The first stage is encoding the film. Once the movie file is uploaded, we convert it
and create many small files (“chunks” or segments) whereby each one is encrypted,
using HLS AES encryption.

AES encryption was adopted by the US government and is also used by other DRM
systems such as Microsoft Playready and Google's Widevine.

To decrypt those files, a key is needed. We use rotating keys, which are stored on a
separate server. Each key can decrypt only one video segment, so finding one key
would not provide access to the others.

However, it is not enough to encrypt those files, as there is one specific file (index, or
manifest file, m3u8) which reads them all upon playback. Without the manifest file,
which serves as index, the different video chunks are just a chaotic stack of files, with
no playback order. The manifest file arranges them. But the manifest file is
accessible to all...

In order to solve that, we must “encrypt the decrypter”, which is - the place which
holds the key to those encrypted files. It is part of the manifest (index file).

That manifest file must be open and accessible to the video player which runs the
movie. Otherwise, playback would never be possible. So in principle, any hacker who
has access to the player (which is also accessible), can theoretically have access to
the manifest file. That is a sensitive point.

That is why we place a “wall” between the tplayer and the keys is the manifest file. To
pass that wall, an authentication key must be provided, before the decryption key is
returned. If that authentication succeeds, the key to the encrypted files is given and
movie payback is made possible. We know that authentication should be given only
to our player, in a session (user’s visit) which is legitimate and only during that
session (screening time). If the request would come from another source, it will be
refused.

And how does the player know how to send the right request to the manifest file, if
that request code (key) is changing all the time, as mentioned in #27?

For that, we use a “dictionary”. The manifest file knows what kind of request was
submitted according to a pre-written dictionary, which exists both on the player and
the server which holds the manifest key.

Does it mean that the dictionary is uncrackable? - No. But it requires a lot of effort, to
“listen” to enough communication between a manifest file and a player and then
gradually interpret the meaning of the entries in that dictionary, like a person learning
a new language (interpretation that comes from accumulated context).

And since we use this method only internally and not sell it, there is a smaller chance
that hackers will have the opportunity to crack it (i.e - have enough time to ‘listen’ to
that communication).



https://en.wikipedia.org/wiki/Advanced_Encryption_Standard

12.

13.

14.

15.

In iOS devices, the situation slightly differs. That is because Apple forces the use of
its own players. Therefore, although the files are encrypted, the access to the
manifest files can be done by an advanced user. However, Apple downloading of
source files is not trivial with Apple’s player and OS.

It is also important to mention that ANY encryption can be cracked. It’s just a matter
of the effort required. We make it hard enough.

Geo-blocking: Our system allows blocking users coming from designated IP
addresses based on their geographical location (according to IANA).

We are trusted by Oscar® qualifying bodies such as Animest Film Festival and The
Israel Academy for Film and Television, as well other international film festivals,
cinemas and film institutions



